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Definitions of human factors

Ergonomics deals with physical aspects of human--computer interaction while, human factors concentrates on human capabilities and limitations, principally cognitive capabilities and limitations.
Mental models provide predictive and explanatory powers for understanding interactions  Cit 1.
The systematic application of information about human abilities and behavior to the design and evaluation of equipment and the environment in which it is used. Cit 2
Adapted Access: The prescription and customization of hardware and software to facilitate such tasks as communication and other activities of daily living. Cit 2.
Digit travel may be defined as the displacement traversed by the digits in the horizontal or vertical planes as successive keyboard keys are activated.
Accidents that often arise from the linking together of latent and active failures and the breach of defense mechanisms.
Human performance is governed by memory stored rules; solutions acquired as a result of experience, training, or both.  
Mistakes arise as a result of misapplication of good rules or the application of bad rules.

The ecological approach views the interaction between organism and its environment.  When applied to human factors this suggests that the human operator and the environment are reciprocally coupled, they cannot be studied independent of one another
The ecological approach uses separate descriptions of the functional problem space, task goals,  and operator characteristics, assuming that observed behavior will be a function of the interaction of environment variables including 1) variations in the state of the system, 2) unpredictability of external disturbances, 3) operator characteristics such as skill level.  Cit 4.
The application of information about human behavior and characteristics in the design and testing of products, systems, and environments.
The development and application of knowledge about human physiology and behavior in the operational environment.  

The systems model:  any collection of elements that is organized to achieve a purposeful result.  Characteristics beginning and end not always clear, interdependence and interaction can have a significant effect on other systems, goals and objectives used to develop the system, and human performance defines and animates the system.
Human centered system design presumes that the cause of error is inherent in the system design and not in any single system element.  

Seven roles human perform in the operational environment include decision maker, monitor, information processor, closed loop controller, information encoder and storer, discriminator and pattern recognizer and ingenious problem solver.

human factors related to information processing pertains to research and development in attention, perception, memory, cognition, decision-making, learning, response, and motivation.  
All means by which human actions could adversely affect safety (mal-operation, maintenance error, violation of procedures);  all means by which human actions are relied on to prevent or minimize a safety-related loss (procedural controls, recovery actions);  those aspects of the system design that can either support or hinder effective human performance (operator/maintainer interface, manuals and training materials); those aspects of the operational context that need to be taken into account during the design and implementation of the system (operational philosophy, user capabilities, safety culture)

an applied science focused on minimizing human errors and optimizing performance where human beings interface with a  device.

The philosophy of a HF expert is best understood by their use of the term use error vs user error.  User error assumes the user is at fault…use error denotes that during use of the medical device an error occurred.

HF engineering in dynamic design is the process of translating the specification for operator tasks into a specification for the design of human system interfaces, workspaces, workplace, and the environment.  Cit 48

This is an exercise in which one writes down exactly what the system is supposed to do.  The operational requirements define actions, action sequences, time, and accuracy.  The requirements specification tells how the system will fulfill user need.  Cit 48

Functional analysis: Once objectives of the system are defined the functions must be performed to achieve objectives..this analysis determines how the system will operate at its highest level.

Cognition:  viewed as involving a range of information processing capabilities, such as memory, decision making, learning, pattern recognition, and problem solving. Cit 64.
Human Computer Interaction: The studies of how people design, implement, and use interactive computer systems and how computers affect the individuals, organizations, and society. Cit 65
Media allocation refers to decisions about the access that actors have to different communication media in a system. Cit 68.
Safety is defined as the interrelationships and interconnections between parts of a system. Cit 68.
HFE is the discipline that uses methods and concepts to understand and build systems that are more efficient, comfortable, and safe. Cit 83

HFE is a discipline concerned with the design of tools, machines, and system that take into account human capabilities, limitations, and characteristics. Cit 83.
Ergonomics, usability engineering, and user centered design are considered synonymous Cit 83.
Critical thinking is a purposeful self regulatory judgment- a habit of mind. Cit 86.

Forcing functions: features that restrict the way in which tasks may be performed. Cit 92.

Corollary orders: many actions imply that another action should be taken; these dependent actions are called corollary orders. Cit 92.

Peripheralization: decreasing the direct control functions of the operator and increasing their peripheralization. Cit 93.

Trust: confidence or reliance upon the actions or information of another in an exchange. Cit 93.

Embedded systems: resident within a larger host and are constrained by the parameters, requirements, and performance of that host.  Cit 93.

Human Factors Engineering: the study of human beings and their interactions with products, environments, and equipment in performing tasks and activities. Cit 107.
Goals of Human Factors

Building a strong Human Factors foundation requires designing an optimal match between humans, their environments, technology, and the task at hand  Cit 1.
The systematic application of relevant information about human abilities, characteristics, behaviors, and motivations to execute certain functions. Cit 1.
Goal of human factors is to enhance the quality of interactions between humans and machines.  Cit 1.
Computers should be designed to match users mental organization of work including internal representations. 
Minimize the risk of acute and chronic work-related dysfunction. Cit 2.
The challenge for designers is to find ways to maximize the benefits of technology that can record and present vast arrays of highly detailed data, and minimize stress on the operators who must integrate all that data into useful information.  Cit 4.
The goal of human factors design is to develop user design requirements that leave little room for interpretation

Human factors and ergonomics inform the process of creating the OE.
The development of automation and computing systems have created a growing number of products that incorporate software programs to perform routine tasks.
We need more studies of the vertical interaction among the levels of socio-technical systems with reference to the nature of the technological hazard they are assumed to control
In helping users articulate their cognitive activities an in representing that cognition, the analyst makes the users' thought processes understandable for use by designers of systems, interfaces, and devices.  Cit 47
The HF specialist identifies systems that fulfill the same or similar needs or perform the same or similar functions as the developing system….predecessor designs helps us to learn what people did and did not like about a system, maintain the positive aspects of the old system, and correct errors in the new system.  Cit 48
Task allocation: when designing a system that humans and computers will interact to control, one of the basic problems is the allocation of tasks between the human and computer.  The goal is to optimize with respect to such criteria as speed of response, deviations of important variables, availability, and safety. Cit 57
Human Computer Interaction: encompasses ease of use, new interaction techniques for supporting user tasks, providing better access to information, and creating more powerful forms of communication. Cit 65
Task analysis, user centered design, and evaluation should all be part of the HCI curriculum for CS students. Cit 65.
HFE goals are to design for safe comfortable, and effective human use. Cit 83.

Mass customization: the efficient and reliable production of goods and services according to the highly personalized needs of individual customers. Cit 92.

Streamlining care, catching and correcting errors, assisting with decisions, and providing feedback on performance. Cit 92

Human Factors Engineering: used widely in industry to improve operation of complex systems, reduce cognitive r/t poor person machine interface, and to increase comfort levels of workers. Cit 107.
Failure to execute technology

Providers may choose to underutilize advanced technology options because basic features are easier to learn/execute while advanced features require extra energy.
Difficulties creating accurate mental models arise from several sources; among them, incongruencies in the image the computer system portrays.
Computer designers use a language that is foreign to nursing and other health care disciplines
A lack of consistency can create confusion about the message to be delivered.
Uninterpretable messages ominous messages may imply blame.  Nurses may not recognize error messages.  
Fallible decisions usually taken at the higher levels of the organization or within society at large (may be dormant for long periods). Cit 3
Nonlinear dynamics of complex systems with the following characteristics:  1) simple rules of addition and proportionality are not applicable, 2) tiny variations in initial conditions can have dramatic effects aka the butterfly effect. Cit 3.
Knowledge based errors are relevant in unfamiliar situations when action must be improvised.  Attributable to the learner.  Origins  found in situations in which non compliance seems to be justified to accomplish the task.  
A critical issue is that the boundaries relevant to a particular decision maker depend on the activities of several other decision makers found within the total system 
accidents are created by the interaction of potential side effects of the performance of several decision makers during their normal work.
Solving the task allocation problem is knowledge of the ways in which multiple tasks may interact and subsequently degrade or enhance the performance of the human or computers. Cit 57.
HCI is critical to the success of products in the market place, as well as safety, usefulness, and pleasure of using computer-based systems. Cit 65.
In high consequence systems two contradictory tendencies seem to coexist: 1) the deployment of advanced technology can lead, by automating inefficient and error-prone tasks, to improvements in both performance and safety; 2) the introduction of new technology may have negative and unanticipated consequences, by adding complexity to systems in which the ability of humans to act effectively is of extreme importance. 

Cit 68.
Often when wrong actions are chosen critical thinking is not being used effectively or is not used to design the process. Cit 86.

Failure to become analytical in decision making leads to a tendency toward automatic actions that allow even the experienced professional to avoid purposeful thinking. Cit 86.
Lapses and slips: largely unconscious and occur most frequently in familiar circumstances when the practitioner is performing familiar automatic tasks.  Lapses are errors in storage of information…the information is not retrievable when it is needed. 

Cit  86.

High level system complexity: may result in increased numbers of subsystems between operators and the technology. Cit 93.
Outcomes
Improved workspace design and increase task productivity

Prescribe devices with the greatest potential for productivity.
Digit loading is a source of acute and chronic occupational stress and one of the factors limiting computer usage by the physically disabled.  Cit 2.
Microcomputer technology offers numerous opportunities for physically disabled individuals to live with greater autonomy.  
The estimated contribution of human factors to accidents in hazardous technologies varies between 30% and 90%
Unsafe acts committed by those at the sharp end of the system (ie nurses, surgeons, train drivers, etc)
Human performance is automatic; associated with forms of attentional capture, such as distraction or preoccupation, and are unavoidable.  Typically involve corner cutting. Cit 3.
Deliberate acts of deviation from safety precautions.
Identifying the constraints in the environment
Complex dynamic systems tend to have long time constants that delay the system's response to a control action and because the performance of many automated controllers must be monitored simultaneously, operators' detection and control burdens can be overwhelming.

Assumes 1) user errors cannot be completely eliminated, 2) the likelihood of user errors will increase when a system is poorly designed, and 3) user's overall work environment can also contribute to errors.
The brain can process 5-9 items or chunks of information at any given moment
What does the user have to be able to see?  What does the user have to be able to hear?  What does the user have to reach and manipulate?  Is there enough room to work?  Is there potential for inadvertent activation or disturbance of controls? Is the work space adequate for emergency situations? What other systems or devices are in use?

The sum of all the products, services, environments, and systems that humans have produced comprises the operational environment (OE).  
Four issues have immediate implications for human centered design:  clumsy tools, interdependency, the role of humans, and capabilities of intelligent products.

(easiest to quantify) increased efficiency/productivity; increased reliability; minimum training manpower costs; improved safety and habitability; and increase user appeal and flexibility (most difficult to quantify).
effects of forces on the motions of material bodies or with changs in a physical or chemical system.  
motion separate and apart from considerations of mass and force

Human adaptive ability can significantly influence observations and data collection because humans change their behavior when they know they are being watched. 

No control system will perform better than its measuring channel.

User acceptance of information technology is fundamental to enhance performance and to hit the target of efficiency.  Cit 50
Informaticians and designers think that a key barrier to user acceptance of computers is the lack of user friendliness. Cit 53
Lindberg indicated one of the major challenges for computing and communications is achieving a better fit between computers and the way people work.  Cit 53

Major concern is the optimization of nurse computer behaviors in the performance of work.  At a basic level nurses initiate interactions by turning on a computer, entering commands into the interface, examining a computer screen, and retrieving nursing information.  Cit 63
HCI research has indicated that there may be demographic and cognitive characteristics associated with the ability of computer users to perform well. Cit 64.
The introduction of technology may have the effect of transforming tasks, creating new demands, and placing additional requirements on the humans in the system. Cit 68.
Much HCI literature focuses on heuristic evaluation of different aspects of interface design..in addition MECHA focuses on cooperation and hazards.
Cit 68.

People may learn to ignore frequent false alarms a phenomenon that was named the cry-wolf syndrome…also when false alarms are common decision makers ten to respond slower and are less likely to respond than when the alarms are more frequently justified. Cit 71.

Cognitive processes of warnings: the reliance on warnings is the result of two consecutive processes:  1) the decision of whether the warning justifies the allocation of cognitive resources and 2) the differential response that considers the warnings output. Cit 72

The mere presence of a warning may make the system seem somewhat less hazardous and may lead users to take slightly greater risks, even when the warning is entirely nonvalid and not directly used by users. Cit 72.

basic design principles of HFE include:  1) provide users with feedback after each action, 2) make the functions of the various controls clear and obvious, 3) make the displayed messages easy to understand, 4) minimize the load on the users memory, 5) Provide users with reliable shortcuts to increase efficiency, 6) provide clearly marked exits for the user to leave the system. Cit 74.
We can use HFE to see why people’s actions and decisions make sense. Cit 83.

User centered design: process focuses on user needs, user characteristics, and end user testing of the human-machine interface…iterative design and testing is used throughout the design cycle based on feedback from user testing. Cit 83.
Reason…error types originate in the conceptual, storage, and action stages of the thought process. Cit 86.
Presentation intensity has been demonstrated to be a key factor affecting detectability, compliance, and perceived urgency of nonverbal warnings. Cit 89.

Error can be reduced by facilitating more rapid responses after an adverse event and by tracking and providing feedback. 92.

Safety critical systems: Interactions can enhance or reduce system efficiency, enhance or compromise safety, augment or negate other benefits that technology provides. Cit 93.
Four levels of failure due to unsafe acts, preconditions for unsafe acts, unsafe supervision, and organizational influences. Cit 110.

Unsafe acts: classified into errors and violations which represent the mental or physical activities of individuals that fail to achieve their intended outcomes.  Three basic error types include skill based, decision, and perceptual with two forms of violations including routine and exceptional. Cit 110.
Methods
Includes a set of experimental and analytic tools for quantitative assessment of how well any given object can be used by an individual having specific capabilities.  
Device customization entails modification of the device to suit the specific abilities and needs of the client best. Cit 2
Device prescription involves the replacement of those functions normally accomplished by standard input devices (keyboards and pointers) with alternative devices that are capable of modifying, substituting, or emulating standard data entry modes.  Cit 2    
Design modifications to reduce digit travel has occurred via alternative alphanumeric layouts on keyboards, novel methods of data entry, and modification of the displacement properties of individual keys.  Cit 2.
Measuring the force that must be exerted by the digits to activate the keyboard keys. Cit 2.
Device positioning: fundamental component which relates device height, proximity, and angle to the placement of keyguards, alternative switchboards, or switches.  Cit 2.
The orientation and placement of low and high technology assistive devices has long been accepted by therapists to be of great importance to the productivity, comfort, and wellbeing of the client.  Cit 2.
Determining which subsystems to represent on an interface, representing relationships among subsystems.

there is evidence that suggest when a careful, goal-relevant analysis of the task environment is conducted, a more parsimonious description of human performance is possible Cit 3.
Task analysis is performed by recording the systems response to each user action.  The flowcharts and task descriptions thus generated can be used to document how certain actions of the system or user result in error.
Task analysis questions:  Have all the users tasks been account for?  Are the tasks correctly described?  Are they arranged in logical order?  What are the consequences of performing a task incorrectly?  What information does the user need to recover from an error?  What tasks will be performed by the computing system?  what hardware will the user need to perform each task successfully?
Attention has three forms selective attention, focused attention, and divided attention.
Systematic method of accounting for all the behavioral interactions between a person and a system, together with the conditions that must be satisfied if the interactions are to be effective.
User centered interaction is a systematic method of accounting for all the behavioral interactions between a person and a system, together with the conditions that must be satisfied if the interactions are to be effective.

Technical disciplines such as engineering, favor 'hard data' that is collected through empirical analysis.  Creative disciplines, such as design, favor intuitive visualization and soft data that is collected through methods adapted from social sciences.  
types of human factors research: Observational, evaluative, descriptive, and inferential
Human factors has translated social science methods into the study of how humans act and interact in the operational environment
Activity analysis- accounts for anything a person might do while performing a task.
four obstacles to insight while performing field work:  insufficient time, arrogance and bias, oversight, and over-study

four guidance social behaviors for observers to avoid impediments:  gaining entrée, reciprocity, tolerance for ambiguity, and personal determination coupled with faith in oneself
For the HF specialist to be truly effective he or she must first analyze what the user is doing in the larger system and what the user will do with a piece of equipment.  Based on understanding the system and the users' role in it…the HF specialist can make dynamic design recommendations to improve the users ability carry out those functions and tasks that are critical to job and system success. Cit 48
Task Analysis: A task is an operator activity that includes an immediate purpose, a machine output or consequence of action, and the human inputs, decisions, and outputs needed to accomplish the purpose.  An essential aspect of HFE..based on task analysis data, the HF specialist can identify those tasks that are critical to the efficient and safe operation of the system. Cit 48

Workload Analysis: Permits the HF specialist to determine the effort invested by the operator into task performance to successfully complete tasks.  Cit 48
Constructive technology assessment: to provide practical guidelines for the subsequent software design-development phase and to redefine product requisites starting from evolved users needs.  Cit 50

Usability techniques formally assess the user friendliness of a system, its efficiency, and effectiveness, and user satisfaction in completing job related tasks. Cit 53.
Spatial and perceptual abilities: help create a visual image of system interactions and assist in keeping track of location within various computer paths and programs. Cit 64.
Human Computer Interaction: involves input and output devices and interaction techniques that use them; information presentation and requests; how computer's actions are controlled and monitored; all forms of help, documentation and training; tools used to design, build, test, and evaluate user interfaces; and processes developers following during creative processes. Cit 65.
Cognitive walkthrough: a method to determine if user will be able to perform the right interaction. Cit 68
MECHA (Method for Evaluation of Cooperation, Hazards, and Allocation) seeks to remedy some of these problems by incorporating 3 elements: 1) requires task modeling and the identification of scenarios of use; 2) analyzes possible user deviations; 3) considers the cooperation between different individuals in the system. Cit 68
This research addresses the question of adaptive changes in responses to a binary warning signal that informs the user about the value of a variable, relative to a cutoff point. Cit 71.

Contingent criteria model (Robinson & Sorkel, 1985)  In this model the operator judges the values of a continuous variable with different response criteria, depending on the output of the decision aid. Cit 71.

Human factors research should take an active role in the specification of these warning signals and in their integration into the overall user interface. Cit 72.

Human factors design process should consists of several activities including: 1) continuous involvement of representative users, 2) field observations to understand actual conditions, 3) task analysis to identify the job demands and performance bottlenecks, 4) inclusion of HF design principles to ensure technology is compatible with human capabilities and limitations, 5) iterative design process enhancing feedback, 6) experimental evaluations of detailed design prototypes with representative users, and 7) post market surveillance to ID threats to safety. Cit 74.
Critical thinking: the selection of an optimal action or support of a belief.  Thinking critically is how we clarify our internal dialogue, process information, and develop skills that guide our behavior.  Cit 86.
Human errors factors: similarity matching, rule based errors, and high risk issues. Cit 86.

Usability evaluation: level of refinement of the user interface considered or the amount of user involvement in the evaluation.  Cit 88.
Task models: important role in requirements elicitation and specifications phase which may require precise temporal relationships between different activities, they can be used to support design of interactive components, Cit 88.
Principles of design using HF suggest it is important to make warnings that are more serious look different than those that are less serious. Cit 92.

Smart monitors: can assist clinicians to sift through data by looking for and highlighting signals that suggest decompensation in a patient. Cit 92.

Neural network decision aides: allow many factors to be considered simultaneously in order to predict a specific outcome.  Cit 92.

Intelligent systems: exhibit cognitive processes that replicate, emulate, or approximate human reasoning. Cit 93.
Task analysis: quantified the complex patient care processes by recording physical activities or tasks of patient care including time measurements, information processes, communication strategies, and motion patterns. Cit 107.
Cognitive pathway: provides a clear perspective of how and whn an RN conducts activities of the nursing process and the type of interruptions within the work setting that create barriers. Cit 107.

Models

A system is more than the sum of its parts; built from the top down system oriented approach

nurse computer interaction framework: conceptualizes the nurse-computer interaction as a task-based information exchange between nurses and computers. Cit 53
Existing human-computer interaction and nursing informatics frameworks are inadequate for studying the spectrum of elements important to the nurse-computer interaction process. Cit 63
Developmental psychologists view interactions as members of a dyad relating in a system of mutual influences and behaving according to respective characteristics. Cit 63
Human Factors: This discipline focuses on the interaction between technology, people, and their work context.  HF has sometimes been narrowly associated with HCI design guidelines.
Human Factors Engineering: a framework for efficient and constructive thinking which includes methods and tools to help health care teams perform patient safety analyses, such as RCA. Cit 83.
HFE is based on design related aspects of biomedical disciplines: anthropometrics, biomechanics, sensation and perception anatomy and physiology, cognitive psychology, human performance, memory and attention. Cit 83.

Several features of safety conscious culture include 1) awareness of imperfection and risk and an urgency to improve; 2) organization acknowledges and looks for error; 3) once causes are identified personnel are retrained and ongoing surveillance continues. Cit 98.
Human Factors Engineering: used as a framework for constructive thinking to help healthcare teams perform patient safety analyses. Cit 107.
